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Quantitative Analysis of Restricted Reliability
Protocols for Constant Rate Traffic
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Abstract—Restricted reliability, or limited reliability, transport Normal operation:
layer protocols reduce but do not eliminate the packet loss prob- k=4,s=3 =0 t=1 t=2 t=3 t=4
ability seen by higher layers. Forward error correctio_n (FEC) is Packet delivered | :
employed to control the packet loss rate, but automatic repeat re-  to application layer !
quest (ARQ) is not used, either because no reverse channel exists :

or because it does not support the required quality of service. Packet received
This letter analyzes the effect of FEC on packet loss probability  from network layer

and protocol delay and jitter. We demonstrate the tradeoff between

parameters, showing how increased network traffic can be traded ~" N

against reduced delay and jitter. The theoretical results are con- k data packets § FEC packets

firmed by simulation.
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are ones in which forward error correction (FEC) data is “ A -~ y
sent proactively together with original data; the FEC data cank k data packets s FEC packets

used to repair most but not all packet losses. This technique thus
gives an improvement over a protocol with no FEC, but is n@lg. 1. Protocol operation: receipt and delivery of packets at receiver.
fully reliable since there is no automatic repeat request (ARQ).

The motivation for studying and using restricted reliabilit . . .
ying 9 ﬁ]e set oft + s packets is then transmitted as a systematic code

protocols is that they provide an improvement in the error ra e .
observed by the application but do not require a reverse chan Ir_15|st|ng of the: data packets followed_py thEFEC.: packets.
e network has a packet loss probabilitand so in general

This makes them appropriate in situations where either no suc )
channel exists, or a channel exists but has low bandwidth (e. pme packets are lost. At the receiverfaflata packets can be
satellites). They are also suitable for real-time applications su povered provided that at ledsbf the set ok + s are received.

as video or audio streaming, where reliable data transfer usai ore thans packets are lost, then none of the lost data packets
ARQ is notfeasible because of the time to request and retrans be recovered.

lost or corrupted data [1]. Restricted reliability protocols can be

used for either unicast or multicast; a further advantage in the Assumptions

case of multicast restricted reliability protocols [2] is that they L
avoid multicast NAK implosion. Biersack [3] showed that FEC e assume data packets are generated by the application ata

is beneficial in a heterogeneous traffic mix: the increased abilif)?nStam rate. We further assume thatthe s packets are also

to recover lost packets more than cancels any increased net smitted at a constant rate, to avoid network traffic bursts.
loss rate caused by the FEC packets. To normalize the models developed here, we assume that the

data packets represent streaming application data/nonits of
time, irrespective of the numberof FEC packets. The network
packet transmission rate is th{is+ s) /k packets per unit time
The protocol takes a block df data packets and encodes (Fig. 1).
FEC packets using an erasure correcting code (e.g., [4], [5])\we assume the application requires ordered delivery of data
packets. We also ignore any application buffering or inter-
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Fig. 2. Variation of application packet loss probability with network packeftig. 3. Protocol jitter as function of network packet loss probability.
loss probability.

ered to the application and the time it is actually delivered to the
application:
Following the analysis of [6] for a FEC layer, a data packet or
application packet is lost if (a) it is not received at the receiver — 1
and (b) more thar — 1 of the otherk + s — 1 packets in the J = o Z (factual = tdue)
set are also lost so that the erasure correcting code is unable to packets
recover the packet. The application packet loss probalility
is, therefore, given by:

B. Application Packet Loss Probability

wherez is the number of data packets in the block that are ac-
tually delivered, andq,. = j for data packej. We note that,
s—1 taking into account only the effect of the restricted reliability
Pyi=pl1- Z <k +s- 1) pi(1 —p)kts=i=1] (1) protocol,] is always positive [7]J is derived in the Appendix
J as the sum of two termg, 4 and.J 5.
.J is plotted in Fig. 3 fork = 8 andk = 64. Again, the
This function is plotted in Fig. 2. The expression has also beerpression has been validated by simulation, as shown in the
validated by simulation using the event driven simulation todigure. The maximum occurs when the network packet loss is so
Opnet, and these simulation results are shown in the figure. high that the FEC is unable to recover the lost packets: as soon
as more thars losses have been detected all received packets
C. Protocol Delay can be delivered to the application, resulting in decreased jitter.
We define protocol delas mean to be the mean packet de|ay,However, this is not a good operating point since the FEC is
due solely to the restricted reliability protocol, in delivering &roviding virtually no improvement in application packet loss
packet to the receiving application, assuming zero packet lo§4€-
Ignoring network delays, data packés sentattimgk/(k+s)
and delivered to the application at timié€Fig. 1). The delay for IIl. A PPLICATION
this packet is thereforg(1 — k/(k + s)) = js/(k + s) and so
Amean iS

i=0

We illustrate the use of these equations with an example. Say
we wish to use restricted reliability to gain an improvement of
k two orders of magnitude in the packet loss probability, e.g., net-
Apean = 1 Zj s _ skt 1)_ (2) Wwork lossrate = 1072, application packet lossite = 107,

k k+s  2(k+s) From Fig. 2, this can be achieved with eitfier= 8 ands = 2,
for a 25% network traffic overhead; ér= 64 ands = 4, for a
The maximum delay under these conditions is for the fin8l25% network traffic overhead.

J=1

data packet of the block ,,.x = ks/(k + s). To compare the protocol delay and protocol jitter of these
_ two options, consider an audio protocol which transmits frame
D. Protocol Jitter updates every 7.5 ms. The mean protocol delay is from (2), at

Protocol jitter, due solely to the effect of the restricted reliszero BER:
bility protocol, occurs when one or more of thedata packets e Fork = 8, s = 2, meandelay = 0.9 application packets
are lost, and repair therefore has to await the arrival of one or or 6.75 ms; or
more FEC packets (Fig. 1). We define the mean jitteas the e Fork = 64, s = 4, meandelay = 1.91 application
mean difference between the time a packet is due to be deliv- packets or 14.3 ms.
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The protocol jitter is, from Fig. 3: u = [(k+|m/(1—-p)])Ek/(k+s)|]. The probability of
« Fork =8, s = 2, meanjitter = 0.08 application packets l0singm out of k data packets with the first lost packetjats
or 0.6 ms; or k=i (1 — p)k=mpm for1 < j < k —m + 1. Thus the
» Fork = 64, s = 4, meanjitter = 5.3 application packets \ -1 .
or 39.8 ms. mean jitter whenn < s(1 — p) is
The maximum jitter occurs when the first packet in a block is Ls(1—p)] P
lost and repair has to wait until the final FEC packet is received, T Z (1- )k_m m Z k—3j o 3)
and is thereforé: — 1 application packets; for the two options A P p m—1 '

this is respectively 7 and 63 application packets (53 ms and 473 m=t =t

ms).
B. m > s(1—p)

To simplify the analysis assume the lost data packets

Our novel contribution in this letter has been to derive angle evenly spaced between packets 1 andrhe first lost
apply expressions for application packet loss probability, del@ycket is therefore approximately = round (k/(m +1)).
and jitter for restricted reliability protocols. We have shown hows soon as the receiver determines that s(1 — p)

improves the application packet loss rate. We have illustratggy |ost data, it delivers all packets. The mean jitter

how a small block size has a reduced protocol delay and jitt@feraged over the: — m received data packets is thus
but requires a larger network traffic volume. A large block sizg _— (1/(k = m)) 0 s omp 1y [(0 4 DE/ (K + ) — 4]

on the other hand has smaller network traffic overhead but at {gere,y — |(k/(m + 1))‘(1 + 5(1 = p))]. The probability of
cost of larger delay and jitter. The quantitative analysis has been, Ak ke
confirmed by simulation study. losingm out of k data packets i m (1 —p)* ™p™, and so

the mean jitter whem > s(1 — p) is

IV. CONCLUSIONS

APPENDIX
DERIVATION OF PROTOCOLJITTER _ k k .
. N . Jp = 1—p)" "pmu. 4
We approximate protocol jitter as the sum of two distinct B Z < ) (L=p)""p “)

components: (a) when the number of data packets tosis m=ls(-p)]

less than or equal to the expected number of FEC packets re-
ceived,s(1 — p), so that all the data packets can be recovered;
(b) whenm > s(1 — p), so that no lost data packets can be re-

_ i [1] C. Perkinset al, “RTP payload for redundant audio data,”, IETF
covered, and only the — m data packets actually received can RFC2108, Sept. 1997
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